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EXECUTIVE SUMMARY

IT IS RECOMMENDED that
A. the report be received;
B. the alternative Risk Management Reporting Workflow be adopted for inclusion on page 

fourteen (14), of the Risk Management Framework, in place of the original Risk 
Management Reporting Workflow.

REPORT

1. BACKGROUND

The draft Risk Management Framework was presented for Council’s consideration, 
31 October 2016. It was also formally adopted, at that Ordinary meeting (Resolution 
No. 18857).

During the 21 November 2016 Council Forum, Elected Members further considered 
the ASTC Risk Management Framework.

It was recommended that adjustments be made to page fourteen (14) of the 
document, particularly the Risk Management reporting workflow, to better reflect the 
active engagement of Elected Members, including their regular contribution, as well 
as periodic review of the overarching framework, annual risk reports, as well as risk 
registers.

2. DISCUSSION

The Risk Management Framework has been devised to uphold Risk Management 
AS/NZ ISO 31000:2009. Officers also considered other reputable Local 
Government formal risk documentation, as a part of a benchmarking exercise and 
liaised with the independent Chair of the Risk and Audit standing Committee, prior to 
presenting the framework, for Council’s consideration and adoption.

The Risk Management Framework is intended to ensure that risk in the form of 
awareness, policies, procedures and management becomes a part of daily 
operations, as well as continuing to propel open, transparent, considered 
approaches towards all Council initiatives.
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Risk management also assists when seeking to foster good governance. As such, 
in addition to routine Risk Management and Audit Committee reporting for Council, it 
is practical for Elected Members to have additional formalised communication lines 
(both upwards and downwards), contained within the flowchart imagery.

The Roles and Responsibilities in the Risk Management Framework document 
(page 9), outlines that Council (Elected Members):

• Appoint External Auditors to report on financial statements annually

• Establish and maintain a Risk Management and Audit Committee in terms of 
the Local Government Act

• Review and approve the Council’s Risk Management Policy and Risk 
Assessment and Acceptance Criteria.

The original flow chart indicated that Elected Members would receive advice of the 
Risk Management Framework, as well as any recommended adjustments, as a part 
of an annual review process (please see attachment B).

The modified flow chart (please see attachment C) includes the original upward 
reporting for Elected Members, which made provision for annual review of the 
holistic Risk Management Framework. It also contains three additional forms of 
upward reporting. First, residual risk(s) are routinely addressed, as a part of 
Committee and Council reports. Second, a dedicated Risk Management Summary 
report related to residual risk(s), emerging inherent risk(s), risk analysis, treatment, 
as well as subsequent assessed residual risk(s) is provided for Council’s 
information. Third, high or extreme risks are reported via the Risk Officer, as well 
as the Risk and Audit Committee, for Council’s advice and consideration. The flow 
chart of reporting also illustrates that Elected Members are able to provide feedback 
related to any emerging inherent risk(s). The adjusted reporting flow chart is also 
more closely aligned with the operating model (listed on page 7 of the framework).

3, POLICY IMPACTS

The Risk Management Framework is relevant to Goal 6 of the ASTC Strategic Plan 
2013-2016. The Risk Management Framework and accompanying Risk Registers 
enable Council to fulfil aspirations associated with Goal 6 - An organisation that 
provides good governance, effective leadership and high quality services, with a 
particular focus upon good governance, by undertaking suitable planning, 
implementation, monitoring; and assessment of risk management documentation.

4. FINANCIAL IMPACTS 

NIL

5. SOCIAL IMPACTS

Nil

6. ENVIRONMENTAL IMPACTS

Nil

7. PUBLIC RELATIONS

Nil
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8. ATTACHMENTS

Attachment A - Risk Management Framework 
Attachment B - Original Risk Management reporting workflow 
Attachment C - Adjusted Risk Management reporting workflow

DIRECTOR CORPORATE AND COMMUNITY SERVICES
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Alice Springs

Introduction

Risk management is a tool which identifies strategic and operational threats related to corporate 
objectives and enables the development of strategies to mitigate adverse consequences. It is an iterative 
process consisting of steps that, when undertaken in sequence, enable continuous improvement of 
decision making and facilitate continuous improvement in performance.

This document establishes the approach by which Alice Springs Town Council ("the Council") will identify, 
assess, manage, report and monitor risks. The Council has utilised the approach established in the 
AS/NZS ISO 31000:2009 Australian Standard and adopts this as its basic approach to risk.

This Framework aims to balance a documented, structured and systematic process with the current size 
and complexity of the Council in conjunction with existing time, resource and workload pressures.

a) Creates value

b) Integral part of
organizational processes

c) Part of decision making

d) Explicitly addresses 
uncertainty

e) Systematic, structured 
and timely

f) Based on the best 
available information

g) Tailored

h) Takes human and 
cultural factors into 
account

i) Transparent and 
inclusive

j) Dynamic, iterative and 
responsive to change

k) Facilitates continual 
improvement and 
enhancement of the 
organisation

Principles Process

Risk treatment

Risk analysis

Establishing the context

Risk identification

Risk evaluation

Mandate and 
commitment

Design of 
framework for 
managing risk

Implementing
risk

management

Continual 
improvement 

of the 
framework

Monitoring 
and review 

of the 
framework

Risk assessment

Figure 1: Risk Management Process (AS/NZS ISO 31000:2009)
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Risk Management Policy

Policy Statement
The Alice Springs Town Council is committed to managing risk within the Council and will implement the 
AS/NZS ISO 31000:2009 Risk Management Standard as the minimum standard. The Council aims to 
ensure that the potential for exposure to risk is identified, risks are assessed for severity, quality of 
internal control mechanisms are evaluated, treatment plans are implemented and risks are monitored, 
managed and reported upon.

Risk Management will form part of the Strategic, Operational, Departmental and Project Management 
responsibilities and where possible, be incorporated within the Council’s Strategic and Municipal Plans.

Scope
This policy applies to all Council employees, including permanent officers, those under employment 
contract, term appointments or temporary arrangements, contractors and consultants; collectively “staff.

This policy covers all the operations of the Council, including corporate governance, strategic planning, 
business planning, internal and external communications, information technology, resource management 
financial and human resources as well as operational risks such as management, asset management, 
infrastructure management and emergency preparedness and response.

Any reference to the Council in this policy or the Risk Management Plan inherently includes controlled 
entities, including offices, committees, statutory authorities and Business Divisions that are part of, or 
attached to, subsidiary to or otherwise controlled by Alice Springs Town Council.

Objectives
The objectives of the Risk Management Framework are to:

• Implement Risk Management Standard AS/NZS ISO 31000:2009

• Define the Council’s tolerance to risk and communicate it throughout the Council

• Outline the roles and responsibilities for risk management within the Council

• Optimise the achievement of our vision, values, strategies, goals and objectives

• Embed appropriate and effective controls to mitigate risk

• Achieve effective corporate governance and adherence to relevant statutory, regulatory and 
compliance obligations

• Develop a Risk Management Plan that is aligned to the Council’s Strategic Planning process.

Risk Appetite
The Council's risk appetite is articulated through its Risk Assessment Criteria, including descriptions of 
consequence and likelihood, its matrix for rating risk and its Risk Registers.

All organisational risks are to be assessed according to the Council’s Risk Assessment Criteria to allow 
consistency and informed decision making.
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Roles, Responsibilities and Accountabilities
The CEO is responsible for the allocation of roles, responsibilities and accountabilities. These are 
documented in the Risk Management Plan (operational document).

Monitor and Review
The Council will implement and integrate a monitor and review process to report on the achievement of 
the risk management objectives, the management of individual risks and the ongoing identification of 
issues and trends.

This policy will be kept under review by the Council’s Directors and its employees and will be formally 
reviewed by the Council on an annual basis.
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Risk Management Plan

Definitions (from AS/NZS ISO 31000:2009)
Risk: The effect of uncertainty on objectives. An effect is a deviation from the expected - positive or 
negative.

Inherent risk: a subjective measure of the level of risk without considering the effectiveness of controls.

Residual risk: a subjective measure of the risk remaining after risk treatment.

Risk owner: The person or entity with the accountability and authority to manage a risk (i.e. is 
responsible for managing the identified risk including implementing and monitoring the effectiveness of 
mitigation strategies, and reporting as needed on the status of the risk to the Risk and Compliance 
Officer).

Risk Management: Coordinated activities to direct and control an organisation with regard to risk.

Risk Management Process: Systematic application of management policies, procedures and practices 
to the activities of establishing the context, identifying, analysing, evaluating, treating, monitoring and 
communicating risk.

Key Risk Management Principles
The following risk management principles are applied throughout:

• Identify and rate all significant strategic, operational, special project, tender and contract and new 
service risks using the Alice Springs Town Council risk management process

• Ensure risk management becomes part of day-to-day management

• Provide staff with the policies and procedures necessary to manage risks

• Ensure staff are aware of risks and how to manage them

• Monitor the Council’s strategic risk profile and implement a continuous improvement approach to 
risk management.

Key Outcomes
The key outcomes of managing risk include:

• Maximising opportunities by more effective budget and day-to-day operational planning

• Increased knowledge and understanding of key strategic and operational risk exposures

• Fewer costly surprises, for example by increasing the ability to prevent adverse outcomes

• Better outcomes in terms of organisational efficiency and effectiveness

• Greater transparency in decision making and the ongoing control of processes.
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Operating Model

The Council has adopted a “Three Levels of Defence" model for the management of risk. This model 
ensures roles, responsibilities and accountabilities for decision making are structured to demonstrate 
effective governance and assurance. By operating within the approved risk appetite and framework, the 
Council, Management and Community will have assurance that the risks are managed effectively to 
support the delivery of the Strategic, Corporate and Operational plans.

->
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(Elected Members)

A

<-

RlsFMaria
Audit Co

gemenF&
mmittee

A

L.

Reports issued 
to Minister

A

(appointed by Council)

Reported 
to CEO Internal Audit

Report on;
1. Risk Management
2. Internal Control
3. Legislative Compliance

CEO & Directors 
(Risk Agenda)

Operational Level 
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First Line of Defence: Departmental Level

All Department Managers within the Council are considered First Line. They are responsible for ensuring 
that risks within their scope of operations are identified, assessed, managed, monitored and reported. 
Ultimately, they bear ownership and responsibility for losses or opportunities from the realisation of risk. 
Associated responsibilities include:

• Establishing and implementing appropriate processes and controls for the management of risk

• Undertaking adequate analysis to support the decision making process of risk

• Prepare risk acceptance proposals where necessary, based on level of residual risk

• Retain primary accountability for the ongoing management of their risk and control environment.

Second Line of Defence: Operational Level

The Second Line is comprised of the CEO and Directors. The Director of Corporate and Community 
Services manages the framework for risk management, drafts and implements governance procedures 
and provides the necessary tools for training to support the First Line process.

Maintaining oversight on the application of the framework provides a transparent view and level of 
assurance to the First and Third Lines on the risk and control environment. Support can be provided by 
additional oversight functions completed by other First Line teams (where applicable). Additional 
responsibilities include:

• Providing independent oversight of risk matters as required

• Monitoring and reporting on emerging risks

• Coordinating the Council’s risk reporting for the Risk Management and Audit Committee.

Third Line of Defence: Strategic Level

The Risk Management and Audit Committee in addition to internal and external audits are the Third Line 
of defence, providing advice to the Council and council management on the effectiveness of business 
operations and oversight frameworks (First and Second Line).
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Roles and Responsibilities

Council (Elected Members)
• Appoint External Auditors to report on finance statements annually

• Establish and maintain a Risk Management and Audit Committee in terms of the Local 
Government Act

• Review and approve the Council's Risk Management Policy and Risk Assessment and 
Acceptance Criteria.

Risk Management and Audit Committee (RMAC)
• Review the appropriateness and effectiveness of Council’s Risk Management Framework and 

provide recommendations to Council

• Determine whether a sound and effective approach has been followed in managing Council’s 
high/extreme risks

• Support Council by providing advice on audit activities

• Comprised: Chair, Mayor, Councillors, CEO, Directors, Manager Finance, and Risk and 
Compliance Officer.

CEO / Directors
• Establish the risk tolerance level of the Council for adoption by the Council

• Ensure that all risk management processes are fully recorded throughout the Council

• Analyse and discuss emerging risks, issues and trends

• Drive consistent embedding of a risk management culture

• Communicate the Risk Management Framework throughout the Council

• Own and manage the Strategic Risk Register.

Departments (Manager or Responsible Officer)
• Drive risk management culture within their Department

• Own, manage and report on specific risk issues as required

• Identify and assess all the potential risks in their area of responsibility ensuring that Risk 
Management is a standard agenda item at Management Meetings

• Own and manage the Operational Risk Register.

Risk and Compliance Officer
• Oversee and facilitate the Risk Management Framework

• Support reporting requirements for risk matters

• Ensure that Risk Registers are assessed and managed on an ongoing basis

• Review the Risk Register with each Manager on at least a six monthly basis

• Ensure that Risk Registers are maintained in the standard format.

All Staff
• Active management of risk in accordance with the Council's Risk Management Framework.
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The Risk Management Process

The steps outlined below are based on the Australian/New Zealand ISO Standard - Risk Management 
AS/NZ ISO 31000:2009. This process is to be followed for the completion of the Risk Registers.

Risk treatment

Risk analysis

Risk evaluation

Establishing the context

Risk identification

Figure 2: Key Elements of the Risk Management Process (AS/NZS ISO 31000:2009) 

Stage 1: Establish the Context
The objectives, strategies and scope of the activity, or part of the Council to which the risk management 
process is being applied, should be established.

Strategic Context

This relates to the Council’s external environment and high-level direction as articulated in the Council’s 
Strategic Plan. These risks are managed through the Strategic Risk Register.

The rationale used for the identification of strategic risks is three-fold:

1) The risks have been identified as strategic because if the Council does not manage them it will 
not achieve its corporate objectives

2) Some of the identified risks are global and apply to different degree to all parts of the Council

3) Some of the risks are of such a magnitude that not managing them effectively could impact on 
the operations of several areas of the Council.

Operational Context

This area relates to the Council’s day to day activities, functions, infrastructure and services. These risks 
are managed through the Operational Risk Register. The Operational Risk Register will be based on 
Department responsibilities and outputs as documented in the Council's Municipal Plan, business plans, 
budgets, etc.
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Operational risks include:

• Asset management

Risk areas addressed within this section include the management/safeguarding of property and 
assets, including the maintenance and development of new/existing sites and facilities and the 
purchase/maintenance of operational equipment and supporting resources.

• Compliance and legal

Includes consequential loss, non-compliance with legislative and regulatory requirements, 
procurement, conduct of tender processes, corporate governance, accountability mechanisms, 
management of contracts, non-compliance with contract terms and conditions and public liability.

• Finance and economic

This includes income stream, credit risks, maintenance and growth of revenue streams, fraud and 
corruption control, and delays in receiving projected revenue.

• Human resources and safety

This includes safety, staff morale and industrial relations issues in relation to the organisation, its 
staff, customers, contractors and the public. .

• Public relations

This includes the political and community profile, the media and media coverage of the Council.

• Environmental

Includes contamination, spills, noise, water and air pollution that affect the Council, its customers, 
staff, contractors or the public, either due to accident, inadvertent or deliberate action(s), or 
negligence. .

• Technology and information

Includes the application, obsolescence or change in technology solutions affecting the Council’s 
business. Also the security, integrity, availability, confidentiality, management and storage of 
information, in both electronic and paper form, as well as intellectual property issues including 
ownership, loss, theft, unauthorised disclosure, abuse and infringement.

• Projects

This includes major initiatives and/or projects of the Council. These risks are managed in 
conjunction with the Council’s Workplace Health, Safety and Welfare procedures and as part of 
the tender/project acceptance process.

• Natural disaster and business interruption

Includes the loss of a major facility (i.e. Civic Centre), operation, system, key personnel team or 
team member following a major natural disaster or other incident affecting the Council, its 
facilities, staff, customers, service providers, suppliers, contractors or other stakeholders. These 
risks are managed in conjunction with Council’s existing Disaster Plan.

Stage 2: Risk Identification
Risk identification refers to the process of finding, recognising and describing risks. This involves looking 
at what could happen to the Council in pursuing its purpose and objectives.

Identification of strategic risks is undertaken as part of the process to develop and review strategic and 
municipal plans.

Identification of operational risks should be undertaken as part of the annual business planning activity for 
each of Council’s operational departments. Prior to identifying operational risks, the department should 
identify its key activities.
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Identification of project and procurement risk will be imbedded as part of the project and procurement 
management practices.

In identifying risks, ask the following questions, capture and review the information within the Risk 
Register.

• What can go wrong and/or what are the areas of uncertainty?

• How could this risk eventuate?

• What are the current measureable activities that mitigate this risk from eventuating?

• What are the potential outcomes of the risk eventuating?

• Who is responsible for managing the identified risk?

Stage 3: Risk Analysis
Risk analysis involves applying the Council’s Risk Assessment Criteria (Appendix A).

• Determine the inherent risk rating by rating the likelihood of the risk occurring and the 
consequence of the risk should it occur, without considering the existing controls and mitigation 
strategies. This produces a score that indicates worst-case exposure in the event that there are 
no controls in place or the controls fail to take effect during a risk event.

• Consider the existing controls and determine the residual risk rating.

A four tiered ranking system is used and will categorise risk ratings as either:

• Extreme - indicated by a black flag

• High - indicated by an red flag

• Medium - indicated by an orange flag

• Low - indicated by a green flag.

Strategic risk analysis will be undertaken using a standard risk assessment template - the Strategic 
Risk Register. The template will draw from the current Strategic Plan and will identify and record the 
following information:

• Strategic goals;

• Individual outcomes and key strategies for each goal;

• Risks and consequence for individual outcomes;

• Assessment of residual risk;

• Identified internal controls/management plans (existing);

• Assessment of residual risk based on the assessed strength of internal controls/management 
plans;

• Potential treatments/mitigation strategies including dates for implementation; and.

• Risk owner.

Operational risk analysis will be undertaken using a standard risk assessment template - the 
Operations Risk Register. The template will draw from departmental business processes and outcomes 
(from Municipal Plan, business plans, etc.) and will identify and record the following information:

• Strategic goals;

• Individual departments as set out in current organisational structures;
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• Business process or outcomes for each department;

• Risks and consequences associated with business processes and outcomes;

• Assessment of inherent risk;

• Identified internal controls (existing);

• Assessment of residual risk based on the strength of existing internal controls;

• Proposed control improvements or new internal controls;

• Potential treatments/mitigation strategies including dates for implementation; and.

• Risk owner.

Project risk analysis will be undertaken for major Council projects using a standard risk assessment 
template - the Operations Risk Register, and will detail the following:

• Project name;

• Project objectives and deliverables;

• Risks associated with delivering objectives;

• Assessment of inherent risk;

• Management strategies associated with risks;

• Residual risk assessment; and

• Management plan implementation dates and responsible persons.

Stage 4: Risk Evaluation
Risk evaluation is the process of making decisions, based on the outcomes of risk analysis, about which 
risks need treatment as well as treatment priorities. Risks are evaluated by asking the question "Is 
Council comfortable with the way this risk is being managed?”

At the end of the evaluation process, the following should be known:

• The risks that require treatment (further action through implementation of additional controls, 
system review or system change)

• The officer responsible for management of the risks

• The strength of associated internal controls and thus the frequency with which controls need to 
be monitored and assessed for their effectiveness and reliability

Stage 5: Risk Treatment
Based on the risk evaluation, it is necessary to decide what treatment options are required to modify the 
risk (i.e. lower the risk rating or further mitigate the risk) followed by implementing those options.

Risk treatments can involve one or more of the following actions:

• Avoiding the risk by undertaking a different course of action

• Reducing the likelihood of the risk occurring (e.g. by changing the process)

• Minimising the consequences (e.g. action is taken to minimise the impact of a risk if it occurs)

• Transferring or sharing the risk with other parties, such as a supplier or insurer

• Regular monitoring of risks and controls.

Selecting the most appropriate risk treatment option involves balancing the costs and efforts of 
implementation against the benefits derived, with regard to legal, regulatory, and other requirements such 
as social responsibility and the protection of the natural environment.
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Decisions should also take into account risks which can warrant risk treatment that is not justifiable on 
economic grounds, e.g. extreme (high negative consequence) but rare (low likelihood) risks.

Stage 6: Monitoring and Review
A Council’s risk management is not a static policy or one-off procedure, but must be 
business to ensure all current risks are being addressed and formally assessed.

Strategic and Operational Risk Registers are considered to be living documents and 
six monthly basis or when triggered by one of the following:

• Changes to context

• A treatment is implemented

• An incident occurs or due to audit/regulator findings.

The Risk and Compliance Officer will report on the progress of achieving risk treatment objectives for 
presentation to the RMAC twice yearly.

The CEO and Directors will monitor significant risks and treatment implementation as part of their normal 
agenda on a quarterly basis with specific attention given to risks that meet any of the following criteria:

• Risks with a level of risk of High or Extreme

• Risks with Consequence rating of Catastrophic

• Risks with Likelihood rating of Almost Certain.

The CEO and Directors will also monitor the effectiveness of the Risk Management Framework ensuring 
it is practical and appropriate to the Council.

Stage 7: Communication and Consultation
The premise underlying this plan is that the Council will continually consult and communicate with 
stakeholders and all relevant parties. Whether they realise it or not, all staff members play a role in risk 
management and their suggestions, ideas and cooperation should be sought at all stages of the risk 
management process described above.

Risk management will be included within the employee induction process to ensure new employees are 
introduced to the Council’s risk management culture.

part of ongoing 

will be reviewed on a
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Reporting
The following diagram provides a high level view of the ongoing reporting process for Risk Management.

Risk Management Reporting Workflow
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Appendix A - Risk Assessment Criteria

Risk Consequence

Rating
(Level)

Strategic Delivery Service Delivery
Human Resources

Health / Safety (staff & 
community)

Finance, Legal and 
Regulatory Reputation Cultural Environment

Catastrophic

(4)

Community 
outrage; Major 
adverse quality 
problem; Major 
milestone missed 
by >1 year

Complete and 
indefinite disruption 
to services >6 
months

A large number of key 
employees or directors 
leave; Death or significant 
permanent disability to one 
or more persons

Large scale class action; 
Material breach of legislation 
with very significant financial 
or reputational 
consequences; Direct loss 
>$3 Million (10% of revenue)

Extended 
Territory-wide 
adverse media 
coverage

Permanent desecration 
or destruction of 
significant sacred site;
Total permanent loss of 
cultural expression; Total 
or permanent 
disengagement with the 
community

Very serious environmental 
effects with impairment of 
ecosystem function; 
Widespread long term 
effects on significant 
environment

Major

(3)

Failure to achieve 
some performance 
targets; Major 
milestone missed 
by 6 to 12 months

Long term 
disruption to 
services with 
extended resources 
required to remedy 
>1 to <6 months

Some key employees leave; 
High staff turnover; Poor 
reputation as an employer; 
Hospital admission 
(inpatient); Minor or 
reversible disability

Regulatory breach with 
material consequences but 
which cannot readily be 
rectified; Direct loss of 
$300,001 to $3 Million

On-going local or 
Territory-wide 
adverse media 
coverage

Desecration of sacred 
site or major interference 
with significant cultural 
event; Disengagement 
with the community

Serious environmental 
effects with some 
impairment of ecosystem 
function; Relatively 
widespread medium term 
impacts

Moderate

(2)

Some reduction in 
performance;
Major milestone or 
deadline missed by
1 to 6 months

Service restored 
within expected 
timeframes <1 
month

Some short term staff morale 
problems; First aid 
administered or possible 
professional medical 
treatment required resulting 
in lost time through injury

Regulatory breach with 
minimal consequences but 
which cannot be readily 
rectified; Direct loss of 
$30,001 to $300,000

Individual 
complaints; Local 
temporary 
adverse media

Interference with cultural 
event or practice; 
Temporary impact on 
sacred site; Temporary 
disengagement with 
community

Moderate effects on 
biological or physical 
environment but not 
affecting ecosystem 
function; Short-medium 
term widespread impacts

Minor

(D

Negligible
performance
reduction;
Milestone missed 
by <1 month

Minor loss of 
service <1 day;
Issues rectified with 
corrective action

Routine HR issues; First aid 
not required, no lost time or 
medical expenses

Regulatory breach with 
minimal consequences and 
readily rectified; Direct loss 
of $0 to $30,000

Negligible activity
Unsubstantiated 
transgression of cultural 
protocol

Little or no effect on 
biological or physical 
environment; Short term 
damage to small area of 
limited significance
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Risk Likelihood

Level Rating Description

4 Almost Certain Will occur several times each year; has been logged regularly; is known as an industry issue

3 Likely may occur once per year; has been logged several times; no surprise if it happens

2 Possible May occur during a 5 year period; has been logged at least once; 50:50 chance it will happen

1 Unlikely May occur during a 10 year period; is conceivable but has not yet occurred; would be very surprised if it happened

Risk Matrix

Consequence

Likelihood

Minor Moderate Major Catastrophic

1 2 3 4

Certain 4 B Moderate (4) jj High (8) High (12)

Likely 3 Low (3) ilAii High (9) High (12)

Possible 2 Low (2) Moderate (4) High (8)

Unlikely 1 Low (1) LOW (2) Low (3, Modegte(| |
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Appendix B - Risk Register Templates
STRATEGIC RISK REGISTER

OUTCOMES 
(and Kay Strategies)

STRATEGIC RISK (and consequences arising)
The effect of uncertainty on objectives. An effect is a deviation 

from the expected - positive or negative.
L C 55 IDENTIFIED MANAGEMENT PLANS 

(Including additional remedial action as required)

LEGEND: L - Likelihood C - Consequence IR - Inherent Risk RR - Residual Risk RO - Risk Owner LIKELIHOOD: 1 - Unlikely 2-Possible 3-Likely 4-Almost Certain

L C OWNER

CONSEQUENCES: 1 - Minor 2 - Moderate 3 - Major 4 - Catastrophic

Strategic goal outcomes and key strategies for each 
outcome (from Strategic/Municipal Plan)

What could happen?

Risks and consequences associated with each outcome or 
strategy (What could go wrong and/or what are the areas of 
uncertainty?)

What controls/management plans are currently in place to manage the 
risk?

33 33
QJU (S K

p 70

1 U.
=: c
o —

$.
3- s.

t

5.
8 y-

8
3-
8

O <7 The officer responsible for

s' < < undertaking treatment/management
flj 3 m of the risk

1 <K
3 3
3 3

"a
3 9j
3

8
-g_ "O.

8 8
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OPERATIONAL RISK REGISTER

BUSINESS PROCESSES
RISK (and consequences)

The effect of uncertainty on objectives. An effect is a 
deviation from the expected - positive or negative.

L C 5 INTERNAL CONTROLS L C 73
73

POTENTIAL TREATMENTS and 
MANAGEMENT PLANS

!--------- -----—■-C
73
O

LEGEND: L-Likelihood C-Consequence IR - Inherent Risk RR - Residual Risk RO-RiskOwner LIKELIHOOD: 1 - Unlikely 2 - Possible 3 - Likely 4 - Almost Certain CONSEQUENCES: 1 - Minor 2 - Moderate 3 - Major 4 - (:atastrophic

Operational Risks 
Department's business process or 
outcomes (i.e. identify key activities, 
aligned with Municipal/Business Plan)

Project Risks
Project name-project objectives and 
deliverables/outcomes

What could happen?

Risks and consequences associated with each process 
or outcome (What could go wrong and/or what are the 
areas of uncertainty?)

What controls are currently in place to manage the risk?
Proposedtreatmentorstrategiesto reduce 
or mitigate the risk and a due date for the 
implementation

„ 5
H
I si

<a i
3 F
9 o
o c

ft
& s:

A
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ATTACHMENTB

Reporting Requirements
The following diagram provides a high level view of the ongoing reporting process for Risk Management.



ATTACHMENT C

Reporting Requirements
The following diagram provides a detailed illustration of the multi-faceted reporting process for Risk Management.

Level of 
defence

Risk Management reporting workflow
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Council consideration of Risk Report and accompanying 
recommendations for any potential Risk Management 

Framework adjustments (annually)
Residual risk(s) highlighted in every Council report and 

discretion to provide feedback via conventional governance 
approaches: e.g. question without notice, or formal resolution

Engage in risk management 
culture and advise Officers of 
any emerging inherent risk(s)

~ CD

P S != © .C ■£=I- «

■■5 $= a
<| 68 I

X« ,9m °

Review & approve Risk Report 
as appropriate & effective 

(annually)

Monitor risk analysis/ risk treatment of 
Council's high/ extreme risks & report 

recommendations to Council

M 5■og
§ 2o ©© Q. to O

o111O

Review & adjust Risk Report in 
consultation with Directors 

(annually)

Provide dedicated routine Risk Management Summary 
report related to altered residual risk(s), new/ emerging 

inherent risk(s), risk analysis, treatment, subsequent 
assessed residual risk(s)

Advise relevant Director of 
emerging inherent risk(s)

"O —
o 5 o © © Q. 

CO °

ot3
£
Q

Review and adjust Risk Report 
during Executive meeting 

(annually)

All committee 
& Council 

reports include 
residual risk(s)

Review
Summary Report

Identify emerging 
inherent risk(s), or 

altered residual risk(s)

Document
meeting

outcomes

Advise Risk Officer & relevant 
Department of emerging 

inherent risk(s), with proposed 
risk analysis/ treatment

Z E« t: .x ©

©o
eojrOT
in

Update master operational & 
strategic risk register/ produce 

Risk Report (annually)

Verify Risk Identify new/ Produce Risk
information -► emerging summary report

risk(s)

Reviews update 
Risk registers / 

Follow up Action

Work to update relevant operational 
Risk registers, recording emerging 

inherent risk(s), undertake risk analysis 
S risk treatment, to arrive at residual 

risk(s)

Z, E
(A "C 
.!= TO

Provide regular updates on:
1. New / emerging inherent 
and resulting residual risk(s)
2. Control adequacy
3. Assigned actions

Undertake routine risk assessments for all projects S periodic 
impromptu operational assessments at the request of CEO, 

Directors, or Risk Officer to highlight inherent risk(s), risk 
analysis, risk treatment & subsequent residual risk(s)

Work to update relevant operational 
Risk registers to record emerging 

inherent risk(s), undertake risk analysis 
& risk treatment, to arrive at residual 

risk(s)


